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This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
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Copyright (C) The Internet Society (1999). Al Rights Reserved.

Abstract

Thi s docunent describes the Certificate Request Message For nat

(CRMF). This syntax is used to convey a request for a certificate to
a Certification Authority (CA) (possibly via a Registration Authority
(RA)) for the purposes of X 509 certificate production. The request
will typically include a public key and associated registration

i nformati on.

The key words "MJST", "REQUI RED', "SHOULD', "RECOMMENDED', and "MAY'
in this docunent (in uppercase, as shown) are to be interpreted as
described in RFC 2119.

Overvi ew
Construction of a certification request involves the follow ng steps:
a) A CertRequest value is constructed. This value may include the
public key, all or a portion of the end-entity’s (EE s) nane,

other requested certificate fields, and additional contro
information related to the registration process.
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b) A proof of possession (of the private key corresponding to the
public key for which a certificate is being requested) val ue nay
be cal cul ated across the Cert Request val ue.

c) Additional registration information may be combined with the
proof of possession value and the CertRequest structure to forma
Cert ReqMessage.

d) The CertReqMessage is securely comunicated to a CA. Specific
means of secure transport are beyond the scope of this
speci fication.

3. CertRegMessage Synt ax
A certificate request nessage is conposed of the certificate request,

an optional proof of possession field and an optional registration
information field.

Cert ReqMessages ::= SEQUENCE SI ZE (1.. MAX) OF Cert RegMsg
Cert ReqMsg :: = SEQUENCE {

cert Req Cert Request,

pop Pr oof Of Possessi on  OPTI ONAL,

-- content depends upon key type
reglnfo SEQUENCE SI ZE(1.. MAX) of AttributeTypeAndVal ue OPTI ONAL }

The proof of possession field is used to denonstrate that the entity
to be associated with the certificate is actually in possession of
the corresponding private key. This field may be cal cul ated across
the contents of the certReq field and varies in structure and content
by public key algorithmtype and operational node.

The reglnfo field SHOULD only contain suppl ementary information
related to the context of the certification request when such
information is required to fulfill a certification request. This

i nformati on MAY include subscriber contact information, billing
information or other ancillary infornmation useful to fulfillment of
the certification request.

Information directly related to certificate content SHOULD be
included in the certReq content. However, inclusion of additiona
certReq content by RAs may invalidate the pop field. Data therefore
i ntended for certificate content MAY be provided in reglnfo

See Section 8 and Appendix B for exanple reglnfo contents.
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4. Proof of Possession (POP)

In order to prevent certain attacks and to allow a CARA to properly
check the validity of the binding between an end entity and a key
pair, the PKI managenent operations specified here nake it possible
for an end entity to prove that it has possession of (i.e., is able
to use) the private key corresponding to the public key for which a
certificate is requested. A given CARAis free to choose how to
enforce POP (e.g., out-of-band procedural means versus the CRMWF in-
band nessage) in its certification exchanges (i.e., this may be a
policy issue). However, it is MANDATED that CAs/ RAs MJUST enforce POP
by sone nmeans because there are currently many non-PKI X operationa
protocols in use (various electronic nmail protocols are one exanple)
that do not explicitly check the binding between the end entity and
the private key. Until operational protocols that do verify the

bi nding (for signature, encryption, and key agreenent key pairs)

exi st, and are ubiquitous, this binding can only be assuned to have
been verified by the CARA Therefore, if the binding is not verified
by the CA/RA, certificates in the Internet Public-Key Infrastructure
end up bei ng sonewhat | ess neani ngful

POP is acconplished in different ways depending on the type of key
for which a certificate is requested. If a key can be used for
mul ti pl e purposes (e.g., an RSA key) then any of the nmethods MAY be
used.

This specification allows for cases where POP is validated by the CA
the RA, or both. Sone policies may require the CAto verify POP
during certification, in which case the RA MJUST forward the end
entity’'s Cert Request and Proof Of Possession fields unaltered to the
CA, and as an option MAY also verify POP. |If the CAis not required
by policy to verify POP, then the RA SHOULD forward the end entity’'s
request and proof unaltered to the CA as above. |If this is not
possi bl e (for exanple because the RA verifies POP by an out-of - band
met hod), then the RA MAY attest to the CA that the required proof has
been validated. If the CA uses an out-of-band nethod to verify POP
(such as physical delivery of CA-generated private keys), then the
Proof O Possession field is not used.

4.1 Signature Keys

For signature keys, the end entity can sign a value to prove
possessi on of the private key.
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4.2 Key Enci phernent Keys

For key enci phernent keys, the end entity can provide the private key
to the CA/RA, or can be required to decrypt a value in order to prove
possession of the private key. Decrypting a val ue can be achieved
either directly or indirectly.

The direct nethod is for the RVWCA to i ssue a random chal l enge to
whi ch an i mredi ate response by the end entity is required.

The indirect method is to issue a certificate which is encrypted for
the end entity (and have the end entity denonstrate its ability to
decrypt this certificate in a confirmati on nessage). This allows a CA
to issue a certificate in a formwhich can only be used by the

i ntended end entity.

4.3 Key Agreenent Keys

For key agreenent keys, the end entity can use any of the three

nmet hods given in Section 5.2 for encryption keys. For the direct and
i ndirect methods, the end entity and the PKI managenent entity (i.e.
CA or RA) nust establish a shared secret key in order to prove that
the end entity has possession of the private key (i.e., in order to
decrypt the encrypted certificate or to construct the response to the
i ssued challenge). Note that this need not inpose any restrictions

on the keys that can be certified by a given CA -- in particular, for
Diffie-Hell man keys the end entity may freely choose its algorithm
paraneters -- provided that the CA can generate a short-term (or

one-tine) key pair with the appropriate paranmeters when necessary.

The end entity nmay al so MAC the certificate request (using a shared
secret key derived froma Diffie-Hellman conputation) as a fourth
alternative for denonstrating POP. This option may be used only if
the CA already has a DH certificate that is known to the end entity
and if the EEis willing to use the CA's DH paraneters.

4.4 Proof of Possession Syntax

Pr oof Of Possessi on ::= CHO CE {
raVerified [0] NULL,
-- used if the RA has already verified that the requester is in
-- possession of the private key

signature [1] POPGCsi gni ngKey,
keyEnci pher nent [2] POPOPrivKey,
keyAgr eenment [3] POPCPrivKey }
POPGCSI gni ngKey :: = SEQUENCE {
poposkl nput [ 0] POPGCsi gni ngKeyl nput OPTI ONAL,
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al gorithm dentifier Al gorithm dentifier
signature BIT STRING }

The signature (using "algorithm dentifier") is on the

DER- encoded val ue of poposklnput. NOTE: If the CertReqMsg
certReq CertTenpl ate contains the subject and publicKey val ues,
t hen poposkl nput MJST be omitted and the signature MJST be
conmput ed on the DER-encoded val ue of CertReqMsg certReq. |If
the Cert ReqMsg certReq Cert Tenpl ate does not contain the public
key and subject val ues, then poposkl nput MJUST be present and
MUST be signed. This strategy ensures that the public key is
not present in both the poposklnput and Cert ReqMsg cert Req

Cert Tenpl ate fi el ds.

POPCSI gni ngKeyl nput @ : = SEQUENCE {
aut hinfo CHO CE {
sender [ 0] GCeneral Nane,

-- used only if an authenticated identity has been

-- established for the sender (e.g., a DN froma

-- previously-issued and currently-valid certificate)

publ i cKeyMAC PKMACVal ue 1},

-- used if no authenticated General Name currently exists for
-- the sender; publicKeyMAC contains a password-based MAC

-- on the DER-encoded val ue of publicKey

publ i cKey Subj ect Publ i cKeylnfo } -- from CertTenpl ate

PKMACVal ue ::= SEQUENCE {
algld Algorithmdentifier,
-- the algorithmval ue shall be PasswordBasedMac

{1 2 840 113533 7 66 13}

-- the paraneter val ue i s PBMParaneter
value BIT STRING }

POPCPri vKey ::= CHO CE {
t hi sMessage [0] BIT STRI NG

posession is proven in this nessage (which contains the private
key itself (encrypted for the CA))

subsequent Message [1] Subsequent Message,

possession will be proven in a subsequent nessage

dhMAC [2] BIT STRING }

for keyAgreement (only), possession is proven in this nmessage
(whi ch contains a MAC (over the DER-encoded val ue of the
certReq paraneter in CertReqMsg, which nust include both subject
and publicKey) based on a key derived fromthe end entity’'s
private DH key and the CA's public DH key);

t he dhMAC val ue MUST be cal cul ated as per the directions given

i n Appendi x A

Subsequent Message ::= | NTEGER {

Myer s,

et.
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encrCert (0),

-- requests that resulting certificate be encrypted for the

-- end entity (follow ng which, POP will be proven in a

-- confirmation nessage)

chal | engeResp (1) }

-- requests that CA/RA engage in chall enge-response exchange with
-- end entity in order to prove private key possession

It is expected that protocols which incorporate this specification
will include the confirmation and chal | enge-response nessages
necessary to a conpl ete protocol.

4.4.1 Use of Password-Based MAC

The followi ng algorithm SHALL be used when publicKeyMAC is used in
POPGCSI gni ngKeyl nput to prove the authenticity of a request.

PBMPar anet er :: = SEQUENCE ({

sal t OCTET STRI NG

owf Al gorithm dentifier,

-- Algld for a One-\Way Function (SHA-1 reconmended)

i terationCount | NTEGER,

-- nunber of times the OANF is applied

nmac Al gorithmdentifier

-- the MAC Algld (e.g., DES-MAC, Triple-DES-MAC [ PKCS11],
}  -- or HVAC [ RFC2104, RFC2202])

The process of using PBMParaneter to conpute publicKeyMAC and so

aut henticate the origin of a public key certification request
consists of two stages. The first stage uses shared secret

i nformati on to produce a MAC key. The second stage MACs the public
key in question using this MAC key to produce an authenticated val ue.

Initialization of the first stage of algorithm assunes the existence
of a shared secret distributed in a trusted fashion between CA/RA and
end-entity. The salt value is appended to the shared secret and the
one way function (owf) is applied iterationCount tines, where the
salted secret is the input to the first iteration and, for each
successive iteration, the input is set to be the output of the
previous iteration, yielding a key K

In the second stage, K and the public key are inputs to HVAC as
docunented in [ HVAC] to produce a value for publicKeyMAC as foll ows:

publ i cKeyMAC = Hash( K XOR opad, Hash( K XOR ipad, public key) )

where i pad and opad are defined in [ RFC2104].
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The Algorithm dentifier for owf SHALL be SHA-1 {1 3 14 3 2 26} and
for mac SHALL be HVAC-SHAL {1 3 6 1 55 8 1 2}.

5. CertRequest syntax
The CertRequest syntax consists of a request identifier, a tenplate

of certificate content, and an optional sequence of control
i nformation.

Cert Request ::= SEQUENCE ({
certReqld | NTEGER, -- I D for matching request and reply
certTenplate CertTenplate, -- Selected fields of cert to be issued
control s Control s OPTI ONAL } -- Attributes affecting issuance
Cert Tenpl ate ::= SEQUENCE {
versi on [0] Version OPTI ONAL,
serial Nunmber [1] | NTEGER OPTI ONAL,
si gni ngAl g [2] Algorithmdentifier OPTI ONAL,
i ssuer [3] Nane OPTI ONAL,
validity [4] Optional Validity OPTI ONAL,
subj ect [5] Nare OPTI ONAL,
publ i cKey [ 6] SubjectPublicKeylnfo OPTI ONAL,
i ssuerUl D [7] Uniqueldentifier OPTI ONAL,
subjectU D [8] Uniqueldentifier OPTI ONAL,
ext ensi ons [9] Extensions OPTI ONAL }
Optional Validity ::= SEQUENCE {

not Before [0O] Time OPTI ONAL,
not Af t er [1] Time OPTIONAL } --at |east one nust be present

Tinme ::= CHO CE {
ut cTi me UTCTi e,
general Ti ne General i zedTi me }

6. Controls Syntax

The generator of a CertRequest may include one or nore control val ues
pertaining to the processing of the request.

Controls ::= SEQUENCE S| ZE(1l..MAX) OF Attri buteTypeAndVal ue
The following controls are defined (it is recognized that this |ist

may expand over tine): regToken; authenticator; pkiPublicationlnfo;
pki Archi veOptions; ol dCert|D; protocol EncrKey.
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6.1 Registration Token Contro

A regToken control contains one-time information (either based on a
secret value or on know edge) intended to be used by the CA to verify
the identity of the subject prior to issuing a certificate. Upon
recei pt of a certification request containing a value for regToken
the receiving CA verifies the information in order to confirmthe
identity clainmed in the certification request.

The val ue for regToken may be generated by the CA and provi ded out of
band to the subscriber, or nmay otherwi se be available to both the CA
and the subscriber. The security of any out-of-band exchange shoul d
be commensurate with the risk of the CA accepting an intercepted

val ue from soneone other than the intended subscriber

The regToken control would typically be used only for initialization
of an end entity into the PKI, whereas the authenticator control (see
Section 7.2) would typically be used for initial as well as
subsequent certification requests.

In sone instances of use the value for regToken could be a text
string or a nuneric quantity such as a random nunber. The value in
the latter case could be encoded either as a binary quantity or as a
text string representation of the binary quantity. To ensure a

uni form encodi ng of val ues regardl ess of the nature of the quantity,
t he encodi ng of regToken SHALL be UTFS8.

6.2 Aut henticator Control

An aut henticator control contains information used in an ongoi ng
basis to establish a non-cryptographic check of identity in

communi cation with the CA. Exanples include: nother’s naiden nang,
last four digits of social security nunber, or other know edge-based
information shared with the subscriber’s CA; a hash of such

i nformation; or other information produced for this purpose. The
value for an authenticator control nay be generated by the subscriber
or by the CA

In sone instances of use the value for regToken could be a text
string or a nuneric quantity such as a random nunber. The value in
the latter case could be encoded either as a binary quantity or as a
text string representation of the binary quantity. To ensure a

uni form encodi ng of val ues regardl ess of the nature of the quantity,
t he encodi ng of authenticator SHALL be UTFS.
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6.3 Publication Informati on Control

The pki Publicationlnfo control enables subscribers to control the

CA's publication of the certificate. 1t is defined by the foll ow ng
synt ax:
PKI Publ i cati onl nfo ::= SEQUENCE {

action | NTEGER {

dont Publ i sh (0),
pl easePublish (1) },
publ nfos SEQUENCE S| ZE (1..MAX) OF Singl ePublnfo OPTI ONAL }

-- publnfos MJUST NOT be present if action is "dontPublish"
-- (if action is "pleasePublish" and publnfos is omitted,
-- "dont Care" is assuned)

Si ngl ePubl nfo ::= SEQUENCE {
pubMet hod | NTEGER {

dont Care (0),

x500 (1),

web (2),
| dap (3) 1.

pubLocati on General Nane OPTI ONAL }

I f the dontPublish option is chosen, the requester indicates that the
PKI should not publish the certificate (this may indicate that the
requester intends to publish the certificate hinfherself).

If the dontCare nethod is chosen, or if the PKIPublicationlnfo
control is onmitted fromthe request, the requester indicates that the
PKI MAY publish the certificate using whatever nmeans it chooses.

If the requester wishes the certificate to appear in at |east sone

| ocations but wishes to enable the CA to nake the certificate
available in other repositories, set two values of SinglePublnfo for
publ nfos: one with x500, web or |dap value and one with dont Care.

The pubLocation field, if supplied, indicates where the requester
would like the certificate to be found (note that the CHOCE within
Cener al Nane includes a URL and an | P address, for exanple).

6.4 Archive Options Contro
The pki Archi veOptions control enables subscribers to supply
i nformati on needed to establish an archive of the private key

corresponding to the public key of the certification request. It is
defined by the foll owi ng syntax:

Myers, et. al. St andards Track [ Page 9]



RFC 2511 I nternet X 509 CRWF March 1999

PKI Ar chi veOptions ::= CHO CE {
encrypt edPri vKey [ 0] EncryptedKey,
-- the actual value of the private key
keyGenPar anet er s [1] KeyGenParaneters,
-- paraneters which allow the private key to be re-generated
ar chi veRentGenPri vKey [2] BOOLEAN }
-- set to TRUE if sender wishes receiver to archive the private
-- key of a key pair which the receiver generates in response to
-- this request; set to FALSE if no archival is desired.

Encrypt edKey ::= CHO CE {
encr ypt edval ue Encrypt edVval ue,
envel opedDat a [0] Envel opedData }

-- The encrypted private key MJST be placed in the envel opedDat a
-- encryptedContent|nfo encryptedContent OCTET STRI NG

Encrypt edVal ue ::= SEQUENCE {
i nt endedAl g [0] Algorithmdentifier OPTIONAL,
-- the intended algorithmfor which the value will be used

synmmil g [1] Algorithmdentifier OPTIONAL,

-- the symetric algorithmused to encrypt the value

enc Sy mKey [2] BIT STRI NG OPTI ONAL,

-- the (encrypted) symmetric key used to encrypt the val ue
keyAl g [3] Algorithmdentifier OPTIONAL,

-- algorithmused to encrypt the symetric key

val ueHi nt [4] OCTET STRI NG OPTI ONAL,

-- a brief description or identifier of the encVal ue content
-- (may be meaningful only to the sending entity, and used only
-- if EncryptedVal ue m ght be re-exam ned by the sending entity
-- in the future)

encVal ue BIT STRI NG }

KeyGenPar aneters ::= OCTET STRI NG

An alternative to sending the key is to send the information about
how to re-generate the key using the KeyGenParaneters choice (e.g.,
for many RSA i npl ementations one could send the first random nunbers
tested for prinality). The actual syntax for this paraneter may be
defined in a subsequent version of this docunent or in another

st andar d.
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6.5 A dCert |ID Control

If present, the A dCertID control specifies the certificate to be
updated by the current certification request. The syntax of its

val ue is:
Certld ::= SEQUENCE ({
i ssuer Cener al Nane,
seri al Nunber | NTEGER
}

6.6 Protocol Encryption Key Control

If present, the protocol EncrKey control specifies a key the CAis to
use in encrypting a response to Cert ReqMessages.

This control can be used when a CA has information to send to the
subscri ber that needs to be encrypted. Such information includes a
private key generated by the CA for use by the subscriber.
The encodi ng of protocol EncrKey SHALL be Subj ect Publi cKeyl nf o.

7. Object ldentifiers
The A D id-pkix has the val ue

id-pkix OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) pkix(7) }

-- arc for Internet X 509 PKI protocols and their conponents
i d-pkip OBJECT IDENTIFIER :: { id-pkix pkip(5) }

-- Registration Controls in CRI\/F

id-regCtrl OBJECT IDENTIFIER ::= { id-pkip regCtrI( 1) }
id-regCtrl-regToken (]BJECT IDENTIFIER ::={ id-regCrl 1}
id-regCtrl-authenticator OBJECT IDENTIFIER ::= { id-regCrl 2}
id-regCtrl-pkiPublicationinfo OBJECT IDENTIFIER ::={ id-regCrl 3}
id-regCtrl-pki Archi veOpti ons OBJECT IDENTIFIER ::= { id-regCrl 4}
id-regCtrl-oldCertlD OBJECT IDENTIFIER ::= { id-regCrl 5}
i d-regCtrl -protocol Encr Key OBJECT IDENTIFIER ::= { id-regCrl 6 }
-- Registration Info in CRWF

id-reglnfo OBJECT IDENTIFIER ::={ id-pkip id-reglnfo(2) }
id-reglnfo-asciiPairs OBJECT IDENTIFIER ::= { id-reginfo 1}
--with syntax OCTET STRI NG

i d-regl nfo-certReq OBJECT IDENTIFIER ::= { id-reglnfo 2 }

--with syntax CertRequest
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8. Security Considerations

The security of CRW delivery is reliant upon the security mechani snms
of the protocol or process used to comunicate with CAs. Such
protocol or process needs to ensure the integrity, data origin
authenticity, and privacy of the nmessage. Encryption of a CRWVF is
strongly recommended if it contains subscriber-sensitive information
and if the CA has an encryption certificate that is known to the end
entity.

9. References

[ HMAC] Krawczyk, H., Bellare, M and R Canetti, "HVAC. Keyed-
Hashi ng for Message Authentication", RFC 2104, February 1997.
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Appendi x A. Constructing "dhMAC

Thi

s Appendi x describes the nethod for conputing the bit string

"dhMAC' in the proof-of-possession POPOPrivKey structure for Diffie-

Hel

1

b)

d)

Myer s,

I man certificate requests.
The entity generates a DH public/private key-pair.

The DH paraneters used to cal cul ate the public SHOULD be those
specified in the CA's DH certificate.

From CA's DH certificate:
CApub = g"x nod p (where g and p are the established DH
paraneters and x is the CA's private
DH conponent)
For entity E
DH private value =y
Epub = DH public value = g*y nod p

The MACi ng process will then consist of the follow ng steps.

The value of the certReq field is DER encoded, yielding a binary
string. This will be the "text’ referred to in [HVAC], the data to
whi ch HVAC- SHAL is applied.

A shared DH secret is conputed, as follows,
shared secret = Kec = g*xy nod p

[This is done by the entity E as CApub™y and by the CA as Epub”x,
where CApub is retrieved fromthe CA's DH certificate and Epub is
retrieved fromthe actual certification request.]

A key Kis derived fromthe shared secret Kec and the subject and
i ssuer nanes in the CA's certificate as foll ows:

K = SHA1( DER- encoded- subj ect Nanme | Kec | DER-encoded-i ssuer Nane)
where "|" means concatenation. |f subjectNane in the CA
certificate is an enpty SEQUENCE t hen DER-encoded- subj ect Al t Name
shoul d be used instead; simlarly, if issuerNane is an enpty
SEQUENCE t hen DER- encoded-i ssuer Al t Nane shoul d be used i nstead.

Conmput e HVAC- SHA1 over the data 'text’ as per [RFC2104] as:
SHAL( K XOR opad, SHAL(K XOR ipad, text))
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wher e,

opad (outer pad)
and

i pad (inner pad)

the byte Ox36 repeated 64 tinmes

the byte Ox5C repeated 64 tines.

Nanel y,

(1) Append zeros to the end of Kto create a 64 byte string
(e.g., if Kis of length 16 bytes it will be appended with
48 zero bytes 0x00).

(2) XOR (bitwi se exclusive-OR) the 64 byte string conputed in
step (1) with ipad.

(3) Append the data stream’text’ to the 64 byte string
resulting fromstep (2).

(4) Apply SHAl to the streamgenerated in step (3).

(5) XOR (bitwi se exclusive-OR) the 64 byte string conputed in
step (1) with opad.

(6) Append the SHAL result fromstep (4) to the 64 byte string
resulting fromstep (5).

(7) Apply SHA1 to the stream generated in step (6) and out put
the result.

Sanpl e code is also provided in [ RFC2104, RFC2202].
e) The output of (d) is encoded as a BIT STRING (the val ue "dhMAC').

3. The proof -of - possessi on process requires the CAto carry out
steps (a) through (d) and then sinply conpare the result of step
(d) with what it received as the "dhMAC' value. |If they match then
the followi ng can be concl uded.

1) The Entity possesses the private key corresponding to the
public key in the certification request (because it needed the
private key to calculate the shared secret).

2) Only the intended CA can actually verify the request (because
the CArequires its own private key to conpute the sane shared
secret). This helps to protect fromrogue CAs.

Ref er ences

[ RFC2104] Krawczyk, H., Bellare, M and R Canetti, "HVAC Keyed
Hashi ng for Message Authentication", RFC 2104, February
1997.

[ RFC2202] Cheng, P. and R denn, "Test Cases for HVAC- MD5 and HVAC
SHA- 1", RFC 2202, Septenber 1997.
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Appendi x B. Use of Reglnfo for Nane-Value Pairs

The "value" field of the id-reglnfo-utf8Pairs OCTET STRING (with
"tag" field equal to 12 and appropriate "length" field) will contain
a series of UTF8 nane/val ue pairs.

This Appendix lists sonme conmon exanpl es of such pairs for the

pur pose of pronoting interoperability anong independent

i mpl enentations of this specification. |t is recognized that this
list is not exhaustive and will grow with tine and inplenentation
experi ence.

B.1. Exanpl e Nane/ Val ue Pairs
When reglnfo is used to convey one or nore nane-value pairs (via id-
reglnfo-utf8Pairs), the first and subsequent pairs SHALL be
structured as foll ows:

[ name?val ue] [ Ymame?val ue] *%

This string is then encoded into an OCTET STRI NG and pl aced into the
regl nf o SEQUENCE

Reserved characters are encoded using the %x mechani sm of [RFC1738],
unl ess they are used for their reserved purposes.

The followi ng table defines a recomended set of named el enents.

The value in the colum "Name Value" is the exact text string that
wi Il appear in the reglnfo.

version -- version of this variation of reglnfo use

cor p_conpany -- conpany affiliation of subscriber

org_unit -- organi zational unit

mai | _firstNane -- personal nane conponent

mai | _m ddl eName -- personal nane conponent

mai | _| ast Nanme -- personal nane conponent

mai | _emai | -- subscriber’s enail address

jobTitle -- job title of subscriber

enpl oyeel D -- enployee identification number or string
mai | St op -- mail stop

i ssuer Nane -- nanme of CA
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subj ect Nane -- nanme of Subject
validity -- validity interva

For exanpl e:

ver si on?1%or p_conpany?Acne, |nc. %org_unit ?Engi neeri ng%
mai | _firstNane?John%mai | | ast Nane?Smi t h% obTitl e?Team Leader %
mai | _enmi | ?j ohn@cne. contb

B.1.1. IssuerNane, SubjectNane and Validity Val ue Encoding

When they appear in id-reglnfo-utf8Pairs syntax as naned el enents,

t he encodi ng of values for issuerNane, subjectNane and validity SHALL
use the followi ng syntax. The characters [] indicate an optiona
field, ::= and | have their usual BNF neani ngs, and all other synbols
(except spaces which are insignificant) outside non-term nal nanes
are termnals. Al phabetics are case-sensitive.

i ssuer Name = <nanmes>
subj ect Nane ::= <nanes>
<nanes> = <pame> | <nanmes>: <nane>

<validity>
<not before> ::
<not after>

validity ? [<notbefore>]-[<notafter>]
<time>
<time>

Wiere <tine> is UTC tinme in the form YYYYMVDD[HH MM SS]]]. HH MM
and SS default to 00 and are omtted if at the and of val ue 00.

Exanpl e validity encodi ng:
val i dity?-19991231%

is avalidity interval with no value for notBefore and a val ue of
Decenber 31, 1999 for notAfter

Each nanme conprises a single character name formidentifier foll owed
by a nane val ue of one or UTF8 characters. Wthin a nane val ue, when
it is necessary to disanbiguate a character which has formatting
significance at an outer level, the escape sequence %x SHALL be
used, where xx represents the hex value for the encodi ng concerned.
The percent synbol is represented by %%

<nane> ::= X<xhame>| O<onane>| E<enane>| D<dnane>| U<uname>| | <i name>
Name forns and value formats are as foll ows:

X. 500 directory nane form (identifier "X")
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<xhame> ::= <rdns>
<rdns> = <rdn> | <rdns> , <rdn>
<rdn> = <avas>
<avas> = <ava> | <avas> + <ava>
<ava> = <attyp> = <aval ue>
<attyp> ::= O D.<0id> | <stdat>

Standard attribute type <stdat> is an al phabetic attribute type
identifier fromthe follow ng set:

C (country)

L (locality)

ST (state or province)
(0] (organi zati on)

aJ (organi zational wunit)
CN (comon nane)

STREET (street address)

E (E-mai | address).

<aval ue> is a name conponent in the formof a UTF8 character string
of 1 to 64 characters, with the restriction that in the | A5 subset of
UTF8 only the characters of ASN.1 PrintableString nmay be used.

O her nane form (identifier "Q'):
<onane> ::= <0id>, <utf8string>

E-mai|l address (rfc822nane) nane form (identifier "E"):
<enane> ::= <jabstring>

DNS name form (identifier "D"):
<dnane> ::= <iabstring>

URI nanme form (identifier "U"):

<unane> ::= <jiabstring>
| P address (identifier "1"):
<i nanme> ::= <oid>

For exanpl e:

i ssuer Name?XOU=Qur CA, O=Acne, C=US%
subj ect Nane?XCN=John Smith, O=Acne, C=US, E=j ohn@cne.contb

Ref er ences

[ RFC1738] Berners-Lee, T., Msinter, L. and M MGCahill,
"Uni form Resource Locators (URL)", RFC 1738, Decenber 1994.
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Appendi x C. ASN. 1 Structures and O Ds

PKI XCRMF {iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nechani snms(5) pkix(7) id-mod(0) id-nod-crnf(5)}

CRMF DEFINITIONS I MPLICI T TAGS :: =

BEG N
| MPORTS
-- Directory Authentication Framework (X 509)
Version, Algorithmdentifier, Nane, Tine,
Subj ect Publ i cKeyl nf o, Extensions, Uniqueldentifier
FROM PKI X1Explicit88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- pkix1l-explicit-88(1)}
-- Certificate Extensions (X 509)
Gener al Nane
FROM PKI X1l nplicit88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- pkix1-inplicit-88(2)}
-- Cryptographi c Message Syntax
Envel opedDat a
FROM Crypt ogr aphi cMessageSyntax { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smi ne(16)
nmodul es(0) cns(1) };
Cert ReqMessages ::= SEQUENCE SI ZE (1.. MAX) OF Cert RegMsg
Cert ReqMsg : : = SEQUENCE {
cert Req Cert Request,
pop Pr oof Of Possessi on  OPTI ONAL,

-- content depends upon key type
reglnfo SEQUENCE SI ZE(1.. MAX) OF Attri buteTypeAndVal ue OPTI ONAL }

Cert Request ::= SEQUENCE ({
certReqld | NTEGER, -- I D for matching request and reply
certTenplate CertTenplate, -- Selected fields of cert to be issued
control s Control s OPTI ONAL } -- Attributes affecting issuance
Cert Tenpl ate ::= SEQUENCE {
version [0] Version OPTI ONAL,
serial Nunber [1] | NTEGER OPTI ONAL,
si gni ngAl g [2] Algorithm dentifier OPTI ONAL,
i ssuer [3] Nane OPTI ONAL,
validity [4] Optional Validity OPTI ONAL,
subj ect [5] Nane OPTI ONAL,
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publ i cKey [ 6] SubjectPublicKeylnfo OPTI ONAL,

i ssuerUl D [7] Uniqueldentifier OPTI ONAL,

subjectU D [8] Uniqueldentifier OPTI ONAL,

ext ensi ons [9] Extensions OPTI ONAL }
Optional Validity ::= SEQUENCE {

not Before [0] Tinme OPTI ONAL,
not Af t er [1] Time OPTIONAL } --at |east one MIUST be present

Controls ::= SEQUENCE S| ZE(1l..MAX) OF Attri buteTypeAndVal ue

Attribut eTypeAndVal ue ::= SEQUENCE ({
type OBJECT | DENTI FI ER,
val ue ANY DEFI NED BY type }

Pr oof Of Possessi on ::= CHO CE {
raVerified [ 0] NULL,
-- used if the RA has already verified that the requester is in
-- possession of the private key

signature [1] POPGCSI gni ngKey,
keyEnci pher nent [2] POPOPrivKey,
keyAgr eement [ 3] POPCPrivKey }
POPGCSI gni ngKey : : = SEQUENCE {
poposkl nput [ 0] POPGCsi gni ngKeyl nput OPTI ONAL,
al gorithm dentifier Al gorithm dentifier,
si gnature BIT STRING }

-- The signature (using "algorithmdentifier") is on the

-- DER-encoded val ue of poposklnput. NOTE |f the CertRegMsg

-- certReq CertTenpl ate contains the subject and publicKey val ues,
-- then poposkl nput MJUST be onmitted and the signature MJUST be

-- conputed on the DER-encoded val ue of CertReqMsg certReq. |If

-- the CertRegMsg certReq Cert Tenpl ate does not contain the public
-- key and subject val ues, then poposklnput MJST be present and

-- MJST be signed. This strategy ensures that the public key is
-- not present in both the poposklnput and Cert ReqMsg cert Req

-- CertTenplate fields.

POPCSI gni ngKeyl nput :: = SEQUENCE {
aut hinfo CHO CE {
sender [ 0] GCeneral Nane,

-- used only if an authenticated identity has been

-- established for the sender (e.g., a DN froma

-- previously-issued and currently-valid certificate

publ i cKeyMAC PKMACVal ue 1},

-- used if no authenticated General Name currently exists for
-- the sender; publicKeyMAC contains a password-based MAC
-- on the DER-encoded val ue of publicKey
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publ i cKey Subj ect Publ i cKeylnfo } -- from CertTenpl ate

PKMACVal ue :: = SEQUENCE ({
algld Algorithmdentifier,
-- algorithmval ue shall be PasswordBasedVac {1 2 840 113533 7 66 13}
-- paraneter value is PBMParaneter
value BIT STRING }

PBMPar anmet er :: = SEQUENCE ({

sal t OCTET STRI NG

owf Al gorithm dentifier

-- Algld for a One-Way Function (SHA-1 recomrended)

i terati onCount | NTEGER

-- nunber of times the ONF is applied

nac Al gorithmdentifier

-- the MAC Algld (e.g., DES-MAC, Triple-DES-MAC [ PKCS11],
} -- or HVAC [ RFC2104, RFC2202])
POPOPri vKey ::= CHO CE {

t hi sMessage [0] BIT STRI NG

-- posession is proven in this message (which contains the private
-- key itself (encrypted for the CA))

subsequent Message [1] Subsequent Message,

-- possession will be proven in a subsequent nessage

dhMAC [2] BIT STRING }

-- for keyAgreenent (only), possession is proven in this nmessage
-- (which contains a MAC (over the DER-encoded val ue of the

-- certReq paranmeter in CertRegMsg, which MJST include both subject
-- and publicKey) based on a key derived fromthe end entity’'s

-- private DH key and the CA's public DH key);

-- the dhMAC val ue MUST be cal cul ated as per the directions given
-- in Appendix A

Subsequent Message ::= | NTEGER {
encrCert (0),
-- requests that resulting certificate be encrypted for the
-- end entity (follow ng which, POP will be proven in a
-- confirmation nessage)
chal I engeResp (1) }
-- requests that CA engage in chall enge-response exchange with
-- end entity in order to prove private key possession

-- (bject identifier assignnents --

id-pkix OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) 7 }

-- arc for Internet X 509 PKI protocols and their conponents
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id-pkip OBJECT IDENTIFIER ::={ id-pkix 5}

-- Registration Controls in CRW
id-regCtrl OBJECT IDENTIFIER ::={ id-pkip 1}

-- The follow ng definition may be uncommented for use with
-- ASN. 1 conpilers which do not understand UTF8Stri ng.

-- UTF8String ::= [UNIVERSAL 12] |IMPLICIT OCTET STRI NG
id-regCtrl-regToken OBJECT IDENTIFIER ::= { id-regCrl 1}
--with syntax:
RegToken ::= UTF8String
id-regCrl-authenticator OBJECT IDENTIFIER ::= { id-regCrl 2}
--with syntax:
Aut henticator ::= UTF8String
id-regCtrl-pkiPublicationlnfo OBJECT IDENTIFIER ::= { id-regCrl 3}
--with syntax:
PKI Publ i cati onl nfo ::= SEQUENCE {

action | NTEGER ({

dont Publ i sh (0),
pl easePublish (1) },
publ nfos SEQUENCE SI ZE (1..MAX) OF Singl ePubl nfo OPTI ONAL }
-- publnfos MJUST NOT be present if action is "dontPublish"
-- (if action is "pleasePublish" and publnfos is omitted,
-- "dontCare" is assumned)

Si ngl ePubl nfo ::= SEQUENCE {
pubMet hod | NTEGER {
dont Car e (0),
x500 (1),
web (2),
| dap (3) 1,
pubLocati on General Nane OPTI ONAL }
id-regCtrl-pki Archi veOpti ons OBJECT IDENTIFIER ::= { id-regCrl 4}
--with syntax:
PKI Ar chi veOptions ::= CHO CE {
encrypt edPri vKey [ 0] EncryptedKey,
-- the actual value of the private key
keyGenPar anet er s [1] KeyGenParaneters,

-- paraneters which allow the private key to be re-generated

ar chi veRentzenPri vKey [2] BOOLEAN }

-- set to TRUE if sender wi shes receiver to archive the private
-- key of a key pair which the receiver generates in response to
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-- this request; set to FALSE if no archival is desired.

Encrypt edkey ::= CHO CE {
encr ypt edVval ue Encrypt edVval ue,
envel opedDat a [0] Envel opedDat a }

-- The encrypted private key MJST be placed in the envel opedDat a
-- encryptedContentlnfo encryptedContent OCTET STRI NG

Encrypt edVal ue ::= SEQUENCE {
i nt endedAl g [0] Algorithm dentifier OPTIONAL,
-- the intended algorithmfor which the value will be used

synmil g [1] Algorithmdentifier OPTIONAL,

-- the symetric algorithmused to encrypt the val ue
encSymmKey [2] BIT STRI NG OPTI ONAL,

-- the (encrypted) symmetric key used to encrypt the val ue
keyAl g [3] Algorithmdentifier OPTIONAL,

-- algorithmused to encrypt the symetric key

val ueHi nt [4] OCTET STRI NG OPTI ONAL,

-- a brief description or identifier of the encVal ue content

-- (may be meaningful only to the sending entity, and used only
-- if EncryptedVal ue m ght be re-exam ned by the sending entity
-- in the future)

encVal ue BIT STRI NG }

-- the encrypted val ue itself

KeyGenPar aneters ::= OCTET STRI NG
id-regCrl-oldCertlD OBJECT | DENTI FI ER : :

--with syntax:
AddCertld ::= Certld

{ id-regCrl 5}

Certld ::= SEQUENCE ({
i ssuer CGener al Nane,
seri al Nunber | NTEGER }

i d-regCtrl-protocol Encr Key OBJECT | DENTI FI ER ::
--with syntax:

{ id-regCrl 6}

Prot ocol EncrKey ::= Subj ect Publ i cKeyl nfo

-- Registration Info in CRMF

id-reglnfo OBJECT IDENTIFIER ::={ id-pkip 2}
id-reglnfo-utf8Pairs OBJECT IDENTIFIER ::= { id-reginfo 1}
--with syntax

UTF8Pairs ::= UTF8String

i d-regl nfo-certReq OBJECT IDENTIFIER ::= { id-reginfo 2 }
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--with syntax
CertReq ::= CertRequest

END
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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